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Applicable US Financial Services Regulators

o Office of the Comptroller of the Currency
o Federal Financial Institutions Examination Council (FFIEC)

= prescribes uniform principles, standards, and forms for the federal examination of
financial institutions in the US, and coordinates guidance from the following
regulatory bodies:

* Board of Governors of the Federal Reserve System (FRB)
*  Federal Deposit Insurance Corporation (FDIC)

* National Credit Union Administration (NCUA)

*  Office of the Comptroller of the Currency (OCC)

¢ Consumer Financial Protection Bureau (CFPB)

o Additional enforcement:

o Ifan issue or problem involving a bank impacts consumers, FTC and CFGB may
undertake enforcement action
o SEC

o State Regulators - New York, California
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Primary U.S. Regulator Concerns

* Financial institution accountability

* Regulator right to inspect / transparency

e (Contractual commitments
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Regulator Access to the Cloud

» Multi-tenant service —
* Customer audits limited
* Customer first obligated to utilize its own access and reporting tools

* Cloud providers recognize that regulators must have unique and special
access

» What does regulatory access look like?

* Data center visits, access to personnel and reports

» Some Cloud vendors have specialized programs for major financial institutions

* Financial institution can participate in review of controls, overview of
updates, provide input

* Limit to major money center banks. Small institutions not eligible but know
that service complies based upon large bank participation
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Financial institution accountability

“A financial institution’s use of a TSP [technology service
provider] . . . does not diminish the responsibility of the
institution’s board of directors and management to ensure that the
activities are conducted in a safe and sound manner and in
compliance with applicable laws and regulations, just as if the
institution were to perform the activities in-house.”

Source: Supervision of Technology Service Providers (TSP)
booklet to FFIEC Information Technology Examination
HandBook
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Contractual commitments between Third Party Cloud
Vendor and Financial Institution

o General — financial institution must have control and ownership of
Customer Data

o Regulator inspection and access rights
Compliance with laws — who is responsible?

o Multi-tenant service - Cloud vendor not liable for industry specific
regulations

o Financial institution due diligence required for compliance
o Mapping of Cloud service controls to regulatory requirements

* FFIEC mapping — FFIEC Outsourcing Technology Services
booklet mapped to recognized regulator requirements (NIST
800-53)

= Most controls belong to financial institution, with some
requiring cooperation from I'T Vendor

Greenberg Traurig, LLP | gtlaw.com GT Japan — Cloud Computing for Financial Services 11



GreenbergTraurig

B=FIIVR RO —LEREEOROZN EDRE

o —HRR - RN BEE T I EEL. MEEZE TS
o BHHEBENDBRELTIVILRIE
o REESF-FhAEFEEI
o XIWFTFHUMY—ER- 9TV RUA—[IBFEDEEIC
X9 HRHEESTITHIREEEEDHLEL
o AVIFAT UV ALROGNDERBERBADT 21— TUDIVX
o IRHEHBBRDEKRIZHT 5TV H—ERBEEDIVELY
» EHEREERERESFFIEC) DY YE>Y — FFIEC
RN Y —ERXRTYILYMIT, BEHIN TSR H
BDEKXRFIEZTCH (NIST 800-53)

TRV —DODHBRAZRFIZLDOD. FEAEDEETE
AR B SENTIIDTH S,

Greenberg Traurig, LLP | gtlaw.com GT Japan — Cloud Computing for Financial Services 12



GreenbergTraurig

Contractual commitments (continued)

= Security incident / data breach reporting
* Financial institution to control notices to data subjects

= Cloud vendor obligated to report breach within
designated period

= Subcontractors

* Financial institutions seek consent rights / required
background checks

o Risk of 3™ party litigation claims
o Appropriate Cloud vendor sharing of risk

o Configuration of network for geo-hosting of Customer Data,
EU Model Contractual Clauses compliance, etc.
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Regulation of Financial Innovation

* Fintech innovation: Online marketplace lending, distributed ledger
technology / blockchain, mobile payments

* Promote innovation vs. protect consumers
* Responsible Innovation:

“The use of new or improved financial products, services, and
processes to meet the evolving needs of consumers, businesses,
and communities in a manner that is consistent with sound risk
management and is aligned with the bank’s overall business
strategy.”

* A few guiding principles announced by regulator (OCC)
1. Support responsible innovation
2. Leverage and rely upon agency expertise

3. Innovation should provide fair access to financial services and fair
treatment of consumers

4. Further safe and sound operations through effective risk
management

5. Encourage banks of all sizes to integrate innovation
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Resources

A. FFIEC Information Technology Examination HandBook InfoBases -
http://ithandbook.ffiec.gov/it-booklets.aspx

1. Outsourcing Technology Services booklet
2. Information Security booklet
3. Supervision of Technology Service Providers (TSP) booklet

B. US Department of the Treasury, Opportunities and Challenges in Online
Marketplace Lending, May 10, 2016

C. Office of the Comptroller of the Currency, Supporting Responsible Innovation
in the Federal Banking System: An OCC Perspective, March 2016

D. OCC Forum on Responsible Innovation in the Federal Banking System, June
23,2016 (video) - https://www.occ.gov/topics/bank-
operations/innovation/innovation-forum-videos.html

Greenberg Traurig, LLP | gtlaw.com GT Japan — Cloud Computing for Financial Services 17



GreenbergTraurig

SEEH

A.

FFIEC Information Technology Examination HandBook InfoBases -
http://ithandbook.ffiec.gov/it-booklets.aspx

1. Outsourcing Technology Services booklet
2. Information Security booklet
3. Supervision of Technology Service Providers (TSP) booklet

US Department of the Treasury, Opportunities and Challenges in Online
Marketplace Lending, May 10, 2016

Office of the Comptroller of the Currency, Supporting Responsible Innovation
in the Federal Banking System: An OCC Perspective, March 2016

OCC Forum on Responsible Innovation in the Federal Banking System, June
23,2016 (video) - https://www.occ.gov/topics/bank-
operations/innovation/innovation-forum-videos.html

Greenberg Traurig, LLP | gtlaw.com

GT Japan — Cloud Computing for Financial Services 18



